CAPABILITY STATEMENT

Consulting | Training | Security

Core Capabilities
IT Consulting Services

WITS, at its core, has a mission to solve problems as
they arise and proactively prevent them from
happening in the first place. Our team is certified
across various technologies and methods, including
the following service offerings:
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%

Microsoft Windows domains and networks

e

%

Linux workstations and back-end servers
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%

VMware virtualization

e

%

IT project management ITIL® service
delivery

Training and Education

WITS has strong resources in providing training
services and educating both existing personnel and
aspiring individuals who seek to better themselves.
WITS can provide support and the following tools to
any organization with education needs with the
following:

* Instructional and Classroom Technical
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Design
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IT training and instruction

®,
°

Bilingual (Spanish-speaking) instructors
Security Services
WITS boasts experienced professionals in both

physical and cyber security domains. WITS can
provide the following tools to your organization:
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Network penetration testing

>
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Vulnerability assessment

>
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VIP Security Assessments and Solutions
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Physical security assessment of offices and
other facilities

WITS

BRIGHTER IDEAS — GREATER INNOVATION

Winter Information Technology Services, LLC,
delivers technology and training solutions to
commercial, not-for-profit, and government entities.
Through our consulting and training services, our
customers will find the right solutions to challenging
problems, achieve better performance, and simplify
business operations.

Our company is dedicated to providing services that
achieve your goals. WITS will work with you and
diligently engage with your team to meet your needs
on time and on budget.

WITS is a brighter idea because we provide:
%+ Personalized, custom solutions specific to
your challenges, not one-size-fits-all
approaches

** Results that are paired with simple,
effective processes

< Requirements-driven consulting, focused on
customer success
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NAICS:

541511 Custom Computer Programming Services
(Primary)

334111 Electronic Computer Manufacturing
334112 Computer Storage Device Manufacturing
511210 Software Publishers

518210 Data Processing, Hosting, And Related
Services

541512 Computer Systems Design Services
541513 Computer Facilities Management Services
541519 Other Computer Related Services
541618 Other Management Consulting Services
541690 Other Scientific And Technical Consulting
Services

541990 All Other Professional, Scientific, And
Technical Services

611420 Computer Training

611519 Other Technical And Trade Schools

Acquisition Options

GSA MAS/FSS: 47QTCA22D006P

&

YN Schedule

Contract# 047QTCA22D008P

Yy Advantage!

Past Performance

COMMERCIAL CLIENTS

AvalonBay Communities, Inc. (2016 - 2020)

WITS, LL was contracted to perform a “black-box”
network penetration test, specifically one which
simulated an attacker or insider threat from within
the client. WITS worked with the customer first to
determine the scope of the test and then performed
the assessment onsite. At the conclusion of the
onsite testing, WITS delivered a final written report
to trusted agent. A review meeting was then held to
discuss what remediation actions were required
afterward.

Solvere One (May 2019 - May 2020)

WITS provided both senior system administration on
Microsoft Windows clients as well as networking
engineering support to Solvere. WITS also provided
an Information Systems Security Officer (ISSO) to
Solvere, who provided the following:

% Risk and Vulnerability Assessment (RVA)

«» Analysis of existing IT systems architecture
in support of remediating compliance issues

«» Desktop management services for a
Windows network

«» Consulting on IT Systems development to
support future initiatives

e Complete overhaul of existing security
policies (to include full update of Site
Security Plan and related documents)

«» Security Policy compliance oversight and

review
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