WITS

CAPABILITY STATEMENT
Training | Cybersecurity| IT Support

WITS solves challenging technology problems across the
range for small commercial entities all the way up to large
government agencies. WITS’ team brings years of unique
industry experience to your technical requirements.

With expertise in intensive IT technical training, advanced
cybersecurity skills, and reliable IT support, WITS can solve

your organization’s technology issues right away.

Core Competencies

IT and Technical Training
e |T and technical course instructional design
e In-person, online, and hybrid IT and technical course
delivery
e Design and implement dedicated IT infrastructure
for training environments
Cybersecurity services
e GSA 54151HACS SIN
e  Penetration Testing
e High Value Asset (HVA) protection and assessment
e Risk and Vulnerability Assessments (RVA)
IT Support
e GSA54151SSIN
e Linux system and network
engineering/administration
e  Microsoft Windows system
engineering/administration
e |T Help Desk service

Differentiators

1) Bilingual Instructors. WITS can deliver highly technical
training in both Spanish and English.

2) Unique cybersecurity experience. WITS personnel bring
unbeatable experience to securing your networks.

3) Focus on technical expertise. As a training company,
WITS builds its own internal capabilities to be an industry
leader.

Company Data

System for Award Management: Active
(Renewed: March 2023)

CAGE: 8BZ31

UEI: KWNCRMA25JV6

Business Size: Small Business

Contact: Zachary Winter

Email: zachary.winter@witsconsult.com

Certifications:
1SO 27001:2013 - SCK/05/WIT/23/01/1356
1SO 9001:2015 - SCK/01/WIT/23/01/1355

NAICS:
e 541511 e 541618
e 518210 e 541690
e 541512 e 541990
e 541513 e 611420
e 541519 e 611519

Acquisition Options

Schedule Advantage!

Contract# 047QTCA22D006P

GSA Schedule #047QTCA22D006P
Past Performance (Commercial)
AvalonBay Communities, Inc. (2016 - 2023)

WITS, LLC was contracted to perform a “black-box” network
penetration test, specifically one which simulated an attacker
or insider threat from within the client. WITS worked with
the customer first to determine the scope of the test and
then performed the assessment onsite. At the conclusion of
the onsite testing, WITS delivered a final written report. A
review meeting was then held to discuss what remediation
actions were required afterward.

Solvere One (May 2019 - May 2020)

WITS provided both senior system administration on
Microsoft Windows clients as well as networking engineering
support to Solvere. WITS also provided an Information
Systems Security Officer (ISSO) to Solvere, who provided the

following:

% Risk and «+ IT Consulting to
Vulnerability redesign network for
Assessment (RVA) compliance

% Analysis and +» Complete overhaul of
remediation of IT existing security policies
compliance issues

< Desktop «+ Security Policy

management compliance oversight

services Windows and review

networks
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